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NetStorage Overview

NetStorage provides a secure Internet-based method to access files and folders stored
on your home and group drives. Access to your files is available from almost any
computer with an Internet connection using a standard Internet browser and your NCI
login credentials. This simple solution for remote file access eliminates the need for
complicated computer configuration or special application software. Since NetStorage
uses the same account name and password that you normally use to access the NCI
network, no extra accounts or passwords are needed to use the service. NetStorage
provides you with the ability to securely read, write, copy, move, rename and delete files
residing on NCI's file servers from computers located both inside and outside of the NIH
firewall. NetStorage provides access to data stored on NCI's file servers — data kept
locally on computers is not available through this service.

Requirements for Using NetStorage

Computer capable of accessing the Internet using a supported browser
Supported Browsers

Mozilla 1.4 or later

Safari 1.2.1 or later

Internet Explorer version 5.5 or later

Required Ports

Port 80 (HTTP) and port 443 (HTTPS) — These ports are commonly used for most
web browsing

Accessing NetStorage

From your computer’'s web browser, enter the following address:
https://remote.nci.nih.gov
The NCI Remote Access Welcome screen will be displayed:

MOTE ACCESS

Welcome to the new and improved
NCI Remote Access Page! WARNING NOTICE!

This new version should be familiar to users of the original version, but there have
been nurnerous improvements. Check out the new onling self help resources if
you want to find out how the new features can help make using this serdce
easier!

Click Here to Access Your Home and Group Drives

official purposes, meluding criaminal

NCI Netstorage Relp Page
NCI NetStorage Help Page any persory, whether authorized or

(afsa in DA system

Don't forget if you need help you can always call the
MIH Help Desk at (301 495-HELP (496-4357)

This is a T1.5. Governtnent computer systemn,
which may be accessed and used only for
authonized Government business by authorized
personnel Unauthorized access or use of this
computer system may subject violators to
criminal, civil, andfor administrative action.

Al information on this computer system may
be intercepted, recorded, read, copied, and
disclosed by and to authonized personnel for

e stigations. Such infortation includes
Self Help Resources sensitive data encrypted to comply with
confidentiality and privacy requirements
Access or use of this computer system by

Handy NetStorage Quick Reference Card (MS-Word) unauthorized, constitutes consent to these
terms. There is no night of privacy in this

|+
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Select Remote Access to Home and Group Drivesto open NetStorage. When the
NetStorage page loads, you will be prompted to login to the NetStorage service. The
login dialog should be similar to the following:

Connect to remote.nci

T

’ !§'1 ,I:f &\
MICT
User name: |ﬂ Hanks] V|
Password: | sensens |

| |Remember my password

B [ Not Select this option &
[ O ] [ Cancel l

Enter your NCI server login User name and Password.

Important: Selecting the option to “Remember my password” could potentially allow any
user of this computer access to your files on the NCI server. Do not enable this option!

Note: Previous versions of NetStorage required the login account context in addition to
the User name. The context is no longer necessary, but if you are used to supplying the
context, doing so will not prevent you from logging in.

Using NetStorage

NetStorage Folder View Screen Overview
The NetStorage Folder View screen shown below has had comments added (in
Red) to provide additional information about buttons, menus, and other features
(circled items) described in this document. This is the screen presented when
you login to NetStorage.
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NetStorage
_l og U_ur B‘utlnu @]} Switch to Text View NOVE“
User: .Hanks..6116.NCLNIH>>—| ogged In User Name - This should be you!
Folders FX Location: /NetStorage/DriveH®HanksJ/A Folder Navigation Example |
=29 NetStorage < Fie | Edit | View | Help —>— NetStorage Menus <Filter DH—Filter Field
=23 DriveH@Hanks) Name Size Modified 7
=12 Folder Navigation s JRRTAN 07/28/2004 2:23 PM .Lk
) admin O3 libs1é 07/28/2004 2:23 PM |
B libste O3 ibs32 07/28/2004 2:23 PM \
# ) ibs32 O nal 07/28/2004 2:23 PM |
By nd = ] netidentity 07/28/2004 2:23 PM ‘
0y netidentity D nid 07/28/2004 2:23 PM
| B O nis 07/28/2004 2:23 PM
| :; me O nmasdient 07/28/2004 2:23 PM \
| ;Ll = O redir 07/28/2004 2:24 PM ‘ |
| 3 nmasdiient 0 m 07/28/2004 2:24 PM
# redir O 495p1.txt 15K 01/13/2004 3:02 PM
| = m O acu.exe 88K 01/12/2004 12:57 AM
¥y acu Deployment 0O acu.ini 551 04/09/2003 4:52 PM
! B3 Bookmark 0 audwin16.dl_ 9K 01/12/1999 12:42 AM
¥ Compaq EMA 0 audwin32.dl 37K 04/22/2003 10:30 AM
lf]D ConsoleOne 5] axprf.ocx 40K 07/02/2003 7:11 PM Scroll Bar
¥ Ethereal D C_Readme. txt 3K 06/30/2003 4:06 PM
B LD 3 calwinté.d_ 61K 01/12/1999 12:33 AM
';‘D NCI DIsXML Impleme D calwin32.dll 139K 04/22/2003 10:28 AM
s O dnwinté.d_ 38K 01/12/1999 12:01 AM
0 Hebware Glipgrade] [y ;037 a1 65K 04/22/2003 10:26 AM
#0) Netware 6.5 Upgrad: [ cixwinté.di_ 6K 01/12/1999 12:41 AM
- ¥ NICI Files O cxwin32.dl 24K 04/22/2003 10:29 AM ‘ |
# Old Laptop O emdinfo.ex_ 4K 10/23/2001 11:14 AM |
[%‘[j Server Configs B} connsve.dll 64K 04/29/2003 10:04 AM ‘ }
¥ Server Update Proce D COPYIP.DLL 89K 08/25/2003 3:22 PM !
! B Temp g ctl3diz.d_ 15K 09/15/1995 B:30 PM /
i CUAGENT.exe 92K 06/10/2003 10:10 AM
?‘D%‘ﬁi:?;é:(;? 1 cuagent.ini 664 05/21/2003 1:33 PM
‘.‘7‘{'_‘3 DriveM@HANKS7-20 D cuagntup.exe 64K 05/19/2003 10:32 AM !
O cusrve.exe Content Frame 32K 11/24/2003 2:17 PM
%) DriveN@CGF 5] Amar .o canms AN sanranno E.na s b
Navigation Frame Q Go rmtem —— Go To Field
( ﬁ ==
- - Fags:Gar _Showing 1-100 of 195 items ‘)

Navigation (Left) Frame

Once logged into NetStorage you can navigate through your server drive
mappings. The first set of folders represents each of the drive mappings
available to you. You can navigate through the drive mapping folders by
either double clicking the folders or by clicking the ‘+ symbol to the left of
the folder. By opening the folders you can explore the contents of the
directories and subdirectories on each of the mapped drives. Once a
folder has been opened it can be closed and its contents hidden by
clicking the ‘-* symbol to the left of the folder. The Navigation Frame only
contains folders corresponding to drive mappings and folders
representing subdirectories. Files are only visible in the Content Frame.

Drive Mappings

NetStorage is able to read your network login script and will connect you
to the same drive mappings that you have available when logging into a
Windows computer connected inside of the NIH firewall. Each of these
drive mappings are represented in the Navigation Frame as a folder
named after the share the mapping represents (e.g., DriveL@GROUP
would be the L: drive on a windows computer —the GROUP portion of
the name corresponds to the shared directory name that L: is mapped
to).

Note: NetStorage is only able to access files available through mapped
drive connections. NetStorage determines the list of available drive
mappings by examining the container, profile, and user login scripts.
Since NetStorage cannot check each user’'s computer on the NCI
network, there is no way for NetStorage to find out about locally set
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persistent drive mappings. If you have a drive letter that you are used to
using on your computer that isn’t available when logging into NetStorage
the reason is most likely related to locally set persistent drive mappings.

Content (Right) Frame
The right frame displays a listing of the files and folders inside of the
folder selected in the Navigation frame. The content is sorted
alphabetically with folders always displayed before files. The Content
frame will display a maximum of 100 items — use of the Page bar is
required to navigate through folders containing more than 100 files and
folders.

Scroll Bar use
Depending on the screen resolution of the computer being used to
access NetStorage, it may be necessary to use the scroll bar to see the
entire contents of the content frame.

Page Bar use
Directories with more than 100 items in the right frame can be navigated
using the page bar to move 100 items at a time through the entire listing.
Selecting an area of the page bar towards the right arrow causes
NetStorage to display the next 100 items in the current directory.
Selecting an area of the Page Bar towards the left arrow causes
NetStorage to display the previous 100 items in the current directory. If
the selected folder contains less than 100 items, the Page Bar is not
displayed.

Using Filters in the Folder View
Filters can be used to quickly find files in the selected directory whose
names match the specified criteria. Wildcard characters can be
incorporated into filter criteria to broaden the number of files selected:
= *matches one or more characters (e.g., log* would match all
files beginning with the letters log)
= ? matches any single character (e.g., msproj200? would
match all files whose names were ten characters long and
whose first nine characters were msproj200)
= Multiple wildcards can be used together in the same filter
(e.g., *HIV* would match all files containing the letters HIV)
= The filter feature is not case sensitive (e.g., using NCI for the
filter would match a file named nci)
Unfiltered Folder View
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NetStorage

Novell

User: Hanks.J,6116.NCLNH

cusrve,exe £+

¥ ) DriveN@CGF

-
Showing 1-100 of 195 items

Folders. ietStorage/DriveH@HanksJ/A Folder Navigation Example
=&y NetStarage File | Edit | View | Help Filter; ®
23 DriveH@Hanks) Hame. Size. Modified
L 0 admin 07/28/2004 2:23 P -
I3 admin O uibste 07/2B/2004 2:23 PM
]y tibsib O ubsiz 07/28/2004 2:23 PM
B ibs32 O na O7/2B/2004 2:23 PM
B O netidentity 07/28/2004 2:23 P
B netldentity S nics 07/28/2004 :23 PM
B nici = 07/28/2004 2:23 PM
e 5 nmasdient 0728/ 2004 2:23 PR
-uU L3 redic 07/28/2004 2:24 PP
#) nmascient B m 07/2B/2004 2:24 P
L3 redir O 9sprue 15K 01/13/2004 3:02 P
=1 0 scu ene K 01/12/2004 12:57 AR
%) acu Deployment O seu ini 551 04/09/2003 4:52 PM
1) Bookmark O oudwinté.d_ * 01/12/1999 12:42 A
% Compag EMA O audwin3z.di M 04/22/2003 10:30 AM
B3 Consoletne O aprf.oex A0 07/02/2003 7211 PM.
Hr Ethersal O ¢_Readme.tet E 06/30/2003 4:06 PM
#03 LDF D cabwinié.d_ 61K 0171271999 12:33 AM.
2 i O calwin32.d 139K 04/22/7003 10:28 AM
TLINCIDIOML mplena 1y g I8 01/12/1999 12:00 AM
T Networe 6 Upgrade | (3 yqyingz i 65K 04/22/2003 10:26 AM
PO Merware 6.5Upaad [ duintb.d_ 6 01/12/1999 12:41 AR
0 HICI Files 0 dxwinzz. 24 04/22/7003 10:29 AM
H1) 0id Laptop O emdinfo.ex_ « 10/23/2001 11214 AM
215 Sarver Configs O connsve.dt 64K 04/29/2003 10:04 AW
% Server Update Proce =) COPYIP.DLL B9 08/25/2003 3:22 PM
B Tamp D cusasra. 15K 09/15/1995 8:30 oM
fieioe B “@ o mammimen
i cuagent.ini /21/2003 1:
:E ::me’m O cusgntup.oxe 64K 05/19/2003 10:32 AM
& | 11/24/2003 2:17 PR

Gowitemf o]

F__i_I'_ce__red Folde[ View
At age 4

Mowall

Using the “Go To” Feature of the Folder View

When there are more than 100 items in a selected folder, entering any
number (n) in the “Go To” field of NetStorage will cause NetStorage to
display the n" to the n+99" items to be displayed. This provides a quick
way to navigate folders containing really large numbers of items.

Go To Field Set at Default (1)
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NetStorage
4 Novell
User: Hanks L 6116.NCLMIH
Folders. 3 Location: /NetStorage/DriveH@HanksJiA Folder Navigation Example
&3 NetStorage File | Edit | Yiew | Help fer |6
3 DriveH@Hanks) Harse Siee Modified
BT Foider Hovipation IR 07/28/2004 2:23 Pk ~
H) admin O tibste 07/28/2004 2:23 PM
Ly tibsts O psiz 07/28/2004 2:23 P
B bbs32 _1 nd 07728/ 2004 2:23 PR
Bna O netidentity 07/28/1004 2:23 PM
13 natidentity o nig 07/28/2004 2:23 P
B nia (= 07/28/2004 2:23 PR
il ) nmascient 074282004 2:23 P
M':' = S redir 07/26/2004 2:24 PR
$00 amescileat Om 07/28/2004 2:24 B
3 redic O 495pa.0xt 15K 01/13/2004 3:02 P
Fm 0 scuexe 88K 01/12/2004 12:57 AM.
#1) acu Deployment O acu.ini 551 04/09/2003 4:52 Pra
3 Bookmark O audwinté.d_ K 01/12/1999 12:42 A
B Compaq EMA 0 sudwini2.di I 04/22/7003 10:30 AM.
BT Consoledne D wproo 41K 07702/ 2003 7:11 PR
o O ¢_Readme.tet £ 06/30/2003 4:06 PR
] Ethereal e
&1 DF O caiwinié.d_ 1K 01/12/1999 12:33 AM
24 O catwin3zdi 139K 04/22/7003 10:28 A
JCANCIDICOL Impleme 1y g i 014121999 12:01 AM
S0 Nekwore 6 Upgrade | [3 gy win32.al 6 04/22/2003 10:26 AM
}D Metwore 6.5Upgrad [ quwinib.d 6K 0141271999 12:41 AM
S NIC Files O ebewindzdl 24K 04/22/2003 10:29 A
0 0l Laptop O emdinfo.ex_ * 10/23/2001 11214 AR
[ Server Configs O connsve.at B4 04/29/2003 10:04 AM.
S0 Sarver Update Proce ) COPYIP.DLL 89K 08/25/2003 3:22 P
BT Temp D etsana 15K 09/15/1995 B:30 PM
& [ Toms LDIF O CUAGENT exe 2K 06/10/2003 10:10 AM
O cusgentiint 664 05/21/2003 1:33 M
& S agent.in
UD g" iy cuagntup.sxe Bk 05/19/2003 10:32 AM
AR Fidc: cusrve.exe K 11/24/2003 2:17 PM
2 DriveNCGF mane e e w2 sanenon £i0n 4as b

Gotoitem[i___—— ]

Shawing 1-100 of 195 items

_(._;_q 'I_'o Field Set at 90

Hovel

- Fasmdeag nw
S bt s 2 s

2 o i
o Tebear Y i -

s - P [
[rre——
kg U 1B ol 1) v

NetStorage Text View Screen Overview

Most users will find that Folder View is much easier to use than Text View. The
Text View is an alternate way to access your files that is more efficient over slow
connections since the graphics used by the folder view do not have to be sent to
your computer. To switch to Text View when you are using the Folder View,

select the Switch to Text View button, (it looks like a little notepad) at the top
of the screen. Here’s an example of the Text View screen:
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NetStorage

Folder View Mew Folder Upload...

Parent Directory Show Deleted Files Logout Help

(0]
(@]
o
o
(0]
(@]
@]
o
o
(0]
@]
o
9]

ConsoleOneExt
Help

&

reporting
resources
snapins
ConsoleOne.jar
ConsaoleOne.ncf

ConsoleOneCore.jar

Fwd
rconj.exe

Size Modified
0 04/15/2003 8:40 PM
0 04/15/2003 8:40 PM
0 04/15/2003 8:40 PM
0 04/15/2003 8:39 PM
0 04/15/2003 8:38 PM
0 04/15/2003 8:38 PM
0 04/15/2003 8:38 PM
0 04/15/2003 8:38 PM
Download for Viewing... 583K 10/01/2001 4:08 AM
Download for Viewing... 2K 10/01/2001 4:08 AM
Download for Viewing... 49K 10/01/2001 4:08 AM
Download for Yiewing... 0 07/16/2000 10:04 AM

Download for Yiewing... 03/27/2001 2:58 PM

To switch back to Folder View after using the Text View option, select the Folder
View option in the upper left hand corner of the screen.

Finding Your Files Using Text View

Once you have switched to Text View all files and folders are displayed
as hyperlinks (underlined text linking you to the actual file or folder). The
first set of folders displayed represents each of the drive mappings
available to you. You can navigate through the drive mapping folders by
clicking the name of the drive mapping or folder. By opening the folders
you can explore the contents of the directories and subdirectories on
each of the mapped drives. Once you have opened a folder you can
return to the parent folder by selecting the Parent Directory link at the
top of the screen.

Tip: Since Files and Folders do not have icons associated to help you
figure out which is a file and which is a folder you can tell by seeing
which items are available for downloading. If the item has an option
allowing it to be downloaded then it is a file.

Downloading Files from the Server to your Computer using
NetStorage

If you want to work with a file, you must first retrieve a copy of the file from the server.
Once the copy has been downloaded from the server you can view, edit, or print the file
locally from your computer.

Choosing the Type of Download
There are two options available for retrieving your file:

Download for Editing — This option produces two windows, a download
window and an upload window to help you remember to upload your file once
you're finished editing the file. In order to use this option you must have
been assigned network rights to edit the file. This option should always work
for files in your home directory (DriveH), but may not work for files on your
group drives (depending on your access rights).
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Download for Viewing — This option only produces a download window. If
you later decide to edit the file that you have downloaded you will have to
remember to upload it. You do not need to be concerned about network
rights to be able to use the Download for Viewing option — if you can see the
file in the directory you can download it.

NetStorage

Novell

User: .HanksJ.6116.MCLLNIH

_ Folders

Eley NetStorage

= IDriveH@HanksJ

] DriveM@HANKST-20

>

il £5 | ocation: INetStsrage/DriveH@Hanks)

Edit | View | Help

Select the File menu first

Size

Ftell [

Modified

New Folder

® A Folder Navi gation Delete mple

¥ acu Deployment Rename...

#1 Bookmark Upload...

¥ Compaq EMA m/

¥ ConsoleOne < Download for Viewing...

Bl Ethereal Mail...

¥ Exodus-Logs Purge...

B LoIF Undelete... on

¥ NCI DIrXML Impleme | Archive... Wi

B Netware 6 Upgrade | | | Properties...

BT Netware 6.5 Upgrad: |3 NIC| Files

BT NICI Files O oid Laptop

®3 Old Laptop O Permissions Test

B3 Permissions Test O Server Configs

B Server Configs O3 server Update Procedures

#3 Server Update Proce i~ Temp

B Temp 2 Tom's LDIF

o : D .D5_Store

L o LU # Edirectory Version Tracking.xl...

#1C1 Drivel @GROUP - - s
5 MAC Volumes Properties.rtf

Then select either Download for Editing...
or Download for Viewing...

15K
11K
4M

07/28/2004 2:25 PM
07/01/2003 11:53 AM
06/16/2004 11:23 AM
06/25/2004 3:51 PM
04/15/2003 8:38 PM
03/16/2004 2:23 PM
07/28/2004 5:53 PM
04/15/2003 8:38 PM
10/23/2003 10:49 AM
07/18/2003 10:20 AM
03/31/2004 2:49 PM
07/27/2004 10:06 AM
04/23/2003 1:50 PM
07/28/2004 5:35 PM
03/04/2004 4:33 PM
09/10/2003 2:53 PM
07/08/2004 8:15 AM
02/11/2004 10:18 AM
07/28/2004 10:34 AM
11/17/2003 1:52 PM
04/30/2004 8:49 AM

Tip: When in doubt about which download option to use, choose Download for
Viewing.

Note: NetStorage will only allow you to download one file at a time. There is no
option to download multiple files simultaneously. Similarly, there is no option to
download an entire directory.

Download for Editing — Upload File Window

If you select the Download for Editing menu option, a window will pop up to
allow you to upload your file after you have finished making changes. This
window can be ignored until you are ready to save your modified file back to the
file server.
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‘2 Waiting for File - Microsoft Internet Explorer

Editing File

You now have the file open for editing. When you are done select the file and click finish. Your
changes will be uploaded and the file will be made available for others to edit.

File | | Browse... ]

FileMots that the following illzgal filename characters
will be removed from uploaded files:

Rofom M ||

Finished ” Cancel l

I@ Dane

é a Internet

Selecting the Destination

Once the download process begins you will be prompted to select what you want
to do with the file. You can choose either to open the file directly from the server
or to save a copy locally on the computer.

File Download fgl

2

Some files can harm your computer. I the file information below
looks suspicious, or you do not fully trust the source, do not open or
save this file.

File mame: ...ctory Version Tracking. xls

File type:  Microsoft Excel Worksheet

From: remate.nd.nih.gov
Would you like to open the file or save it to your computer? | Make sure you choose
to save the file
Open ](L Save ,D[ Cancel ] l More Info

Important: It is strongly recommended that you select the option to Save the
downloaded file to the local computer. Selecting the option to Open will allow
you work with the file; however, it places the downloaded file in the temporary
items folder for your browser. Different Internet browsers keep their temporary
items in different locations. Microsoft Internet Explorer keeps its temporary items
in a folder that is normally hidden. If you make changes to the file after selecting
Open and later want to Upload it to the server you will likely have problems
finding the file.

Important: If you intend to use files remotely, you should make sure that you
have software capable of reading the files on the remote computer. For example,
if you want to edit a Microsoft Excel data file at home you should make sure that
you have Microsoft Excel installed on your home computer. Many programs are
available that can open, view, print and even edit files created by other programs;
you should be careful whenever using any program other than the program that
created the file to modify a downloaded file. Frequently, these programs will
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save changes to the files in their own format which might not be compatible with
the software which originally created the document.

Note: The speed at which the file will be downloaded depends on the speed of
your Internet connection and the size of the file. The faster the Internet
connection, the faster the file will download. Smaller files will take less time to
download than larger files.

Opening the file
Once the file has been downloaded you can open the folder on the local
computer where you saved the file and then open the file. At this point you have
full access to the file for the purposes of viewing, editing, or printing the file. You
also have the ability to rename, copy, or delete the copy of the file that you have
downloaded.

Printing Files Accessed via NetStorage

In order to print a file that is accessible via NetStorage you must first download the file
(see the instructions in the “Downloading files from the server to you computer using
NetStorage” section of this document). Once the file has been downloaded, the local
copy of the file can be opened and printed as long as you have a program on the local
computer capable of reading the file.

Note: The ability to print described here is dependent on the computer already having a
configured printer attached with the proper printer driver. If you are unable to print to the
printer from other applications on the computer you probably won’t be able to print to it
from NetStorage either.

Uploading Files from your Computer to the Server Using
NetStorage

If you make any changes to files downloaded from the NCI server you will need to save
those changes to the copy of the file stored on your computer. Once the changes have
been saved to the local copy of the file you will probably want to store the new version of
the file to the NCI server. The upload process copies files from the local computer back
up to the NCI server.

Uploading Files Downloaded Using the Download for Editing Option

If you downloaded the file via from the NetStorage Download for Editing menu
option you will already have the Uploading File window open, ready to save the
file back to its original location.
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3 Waiting for File - Microsoft Internet Explorer |Z||E]gl

Editing File

You now have the file open for editing. When you are done select the file and click finish. Your
changes will be uploaded and the file will be made available for others to edit.

File | |[ Browse__ |

FileMote that the following illegal filename characters
will b= removed from uploaded files:
L S St & |

Finished “ Cancel l

&] Done 5 @ mnternet

Use the Browse button to locate the file on the local computer that you want to
upload to the server and then select the Finished button to start the upload
process.

Note: The speed at which the file will be uploaded depends on the speed of your
Internet connection and the size of the file. The faster the Internet connection,
the faster the file will upload. Smaller files will take less time to upload than
larger files.

Uploading Newly Created Files or Files Downloaded Using the Download for
Viewing Option
If you want to save a new file that you have created on your computer or a file
previously downloaded from an NCI server via NetStorage’s Download for Viewing
menu item, use the following steps to copy the file back to the server:

1. Use the Navigation Frame of NetStorage to select the folder where you want
to upload the file to

2. Select the File menu

3. Choose the option to Upload...
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NetStorage
Novell.
User: .HanksJ.6116.NCLNIH First Select the Destination Folder Then Select the File Menu
_Fnlde"s & Location: /NetStciage/DriveH@HanksJ
B3 NetStora (File T Edit | View | Help Flterf ][
e I REeY =  |[New Folder Size Maodified
¥3 acu Deployment Delete 07/01/2003 11:53 AM A
¥ Bookmark Rename... /Then Select Upload... 06/16/2004 11:23 AM
) Compaq EMA i Upload... 06/25/2004 3:51 PM
) ConsoleOne SmiGadior EEa Y 04/15/2003 8:38 PM
¥ ] Ethereal Download for Viewing... 03/16/2004 2:23 PM
® LDIF Mail.... 04/15/2003 8:38 PM i
tion 07/27/2004 10:09 AM
[ : -
Lo e | Puree-.. ect 07/18/2003 10:20 AM
4 e s | Undelets... 03/31/2004 2:49 PM
¥ Netware 6.5 Upgra || Archive... 07/27/2004 10:06 AM
¥I[2) NICI Files Properties... 04/23/2003 1:50 PM
) Old Laptop (3 Server Configs 03/04/2004 4:33 PM
¥ Server Configs 3 server Update Procedures 09/10/2003 2:53 PM
] Server Update Pro. | (3 Temp 07/27/2004 10:07 AM
1 Temp O Tom's LDIF 02/11/2004 10:18 AM
77 Tom's LDIF 2% Edirectory Version Tracking.xl... 11K 11/17/2003 1:52 PM
®] DriveL@GROUP [ mAC Valumes Properties.rtf 4M 04/30/2004 8:49 AM e
Bl mi_asmiiasnses an 0
o453 i) &
@ Done é 0 Internet

You will now be presented with the Uploading File window:

| Uploading File - Microsoft Internet Explorer

Upload File

Enter the file you wish to upload or click the Browse button to select one.

e e——
“——\_._T——"

Use the Browse button to find
the file on the local workstation
that you want to Upload to the
server

File: |
Hote that the following illegal filename characters

will e removed from uploaded files:\ S 277" <> |

(Lkpl—o;]_) [ Cancel ]

Once the file has been found,
use the Upload Button to
transfer the file to the server

2 & Internet

@ Done

Use the Browse button to locate the file on the local computer that you want to
upload to the server. Once the file has been found, use the Upload button to
transfer the file to the server.

Important: Macintosh users should use caution when replacing files on the
server if they have downloaded the files to a Windows computer. Under certain
circumstances replacing a Macintosh file on the server with a file modified on a
Windows computer can corrupt the file on the server. NCI Technical Support can
help you to determine if this applies to you. Using NetStorage from a Macintosh
to access Macintosh files on the server eliminates this concern.
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Manipulating Files on the Server with NetStorage

Important: Macintosh users should use caution when manipulating files on the server
from a Windows computer. Under certain circumstances working with Macintosh files on
the server from a Windows computer can corrupt the files on the server. NCI Technical
Support can help you to determine if this applies to you. Using NetStorage from a
Macintosh to access Macintosh files on the server eliminates this concern.

Copying Files

You can use the following procedure to copy a file on the server from one directory to
another directory on the server or want to make a duplicate of a file in the same
directory:

1. Select the File that you want to copy in the Content Frame of NetStorage
2. Select the Edit menu

3. Choose the option to Copy

| Metstorage
— i [

Hovell

Sk A UL HE LI _—Secend seloct the Edit Menu
Folders &l [ Location: MetStersga/DmveH@ Hanks)
=23 MetStorage Fig T e | Hel
=) [rr— L b ed
73 A Folder Mavigation £ 22 o Exmmpty————— Than salact Copy ST T8I I004 125 PR
107 aeu Deploymant 0 oy Degloyment 07700 FT003 10:53 AM
F ) Bockmark 20 Bookmark O/ 1650004 1133 &AM
#) Compag EMA =) Compaq EMA 04/ 25/ 1004 1:51 Pm
) ConscheDae 3 Lonsoleline G415 1003 838 PM
FC3 Ethares J Etheresl /1650004 1123 PM
;;:*m_iw_ = Exodus-Logs 7728104 553 PM
el 0 wr 0471571003 B:38 PN
o T3 MCI DHXML Implesnentation WU ZICI003 1045 AM
LA NCHDOML bmplemnen | 03 g 6 Upgrnde Project 07182003 1020 AM
O Hetware 6 Uptnde P T wotwene £.5 Lpgrades B33 D004 2149 PR
HO Hetwere 6.5 Upgrade 1w Fiies OFITII004 1005 AM
B HICI Files = O Lapten Q2R 1003 1:50 PR
Bl Oid Laptop 2 Permissions Test OFFTET0H 535 PM
# Permisstons Test 3 Server Config 03704 DO0d £:33 PM
# ) Sarver Configs S Server Uipdate Procedures 0971001003 1153 P
#13 Sarver Update Proce — Tamp - First saluet the fils you want wo copy 7O T 1S A
W Termn 3 Toms LDF L 027117004 10:18 &AM
Sy ooy LOF D Dsstoe < T _bf.-ﬂ-_fjg:_‘g-_l_@}i_-ﬁL
B3 o c‘__]_gg_g,glﬂm'_rml.u_ 1K 11770003 1:52 P~
& wLEGRO 2 MAC Vowmes Fropertiesatt ————— g O 0004 B4 A
) DriveMEHANKST-20
3 ¥

4. Browse to the directory when you would like to create the copy

5. Select the Paste button to complete the copy process
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-NetStorage

£

B Compagq EMA
B9 ConsoleOne
B Ethereal
=] Exodus-Logs
Ery LDIF
E ) NCI DirXML Implemen
B Netware 6 Upgrade P
F7) Netware 6.5 Upgrade
Hey

¥ NICI 2.6.4

B NICH ver 2.4.2

#1] nici vert.57
7 0ld Laptop
B Permissions Test & |
By Server Configs
D Server Update Proces
By Temp
= 3

Click the Paste button to copy the file to the current directory

D to the destination and click the "Paste” button to copy Edirectory Version Tracking.xls.

=

= Novell.
User: HanksJ.6116.MCI.NIH
Folders e
E'eq NetStorage File | Edit | View | Help Filter: |
=& DriveH@HanksJ Name Size Modified
B A Folder Navigation £ (3 NIC|2.6.4 03/09/2004 12:14 AM
7} acu Deployment 3 NICIver2.4.2 03/709/2004 12:01 AM
B9 Bookmark O nici vert.57 04/15/2003 8:30 PM

Cancel

Note: When you copy a file and paste it back into the same directory that it was
copied from the text “Copy of “ is added to file name.

Renaming Files

Files on the server can be renamed via NetStorage using the following procedure:
1. Select the File that you want to rename in the Content Frame of NetStorage

2. Select the File menu
3. Choose the option to Rename...
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| HetStorage
Novell.

Uhaer: -Handad 67106, HCLNIH —Second select the Flle Manu
Folders # o atio &/ DriveH®Ha
5 23 HetStorsge Fle i Edit § ¥iew | Help Filters’ [
s Jorivetitanis) Hew Felder Size Modified
#1214 Folder Navigation | Detete — 07/ 2B/ 2004 2:25 PM -
] acu Deployment @ Then select Rename... 07 /0172003 11:53 AM
¥ Bookmark Upload... 06/ 162004 11:23 AM
2] Compaq EMA Downioad for Editing... D6/ 2372004 3:51 PM
# ] ConsoleOne Download for Viewing... 06715/ 2003 8138 PM
By Etheredd Tl 03/ 16/ 2004 2:23 P
& : 07/ 28/2004 553 P
3 SsgusiLops il 04/15/2003 8:38 P
#0 LDF S bon 10/23/2003 10:4% AM
23 NCI DirXML Implemen | Archive... sct O7/18/2003 10:20 AM
HC] Metware & Upgrade P | Properties, 0331/ 2004 1:49 P
) Hetware 6.5 Upgrade T mICI Files 072772004 10:06 AM
=9 NICI Files O ol Laptop 04/ 23/2003 1:50 PM
B NI 2.6.4 O permissions Test 0T/ 2B/ 2004 5:35 P
By MICH wer 2.4.2 31 server Configs 0310472004 4:33 PM
g nicl vert. 57 1 Sarver Update Procedures 09/10/2003 ;53 PM
1 0ld Laptop '._":l Temp 07 OB/ 2004 8:15 AM
B oo Taak _—] Tom's LDF Finst sabect the file you want 1o rename 0271172004 10: 18 AM
B w"" ":m i 0 .os_stone 15K 07 /282004 10:34 AM
*nmmmméﬁ’ﬁﬂbmﬁ"*‘ 1K 11/17/2003 1:52 P
Volumes Properties.rtf an 04/ 30/ 2004 B9 AR -
¥ Temp %
£ >

4. The file name will be highlighted and any text that you type will replace the
old file name
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Novell
User: .HanksJ.&116.NCL.NIH
Eley NetStorage File | Edit | View | Help Fitter:l:l ]
He Name Size Modified
EH7 ) A Folder Navigation E (3 A Folder Navigation Example 07/18/2004 2:25 PM A
¥ acu Deployment O acu Deployment 07/01/2003 11:53 AM
#77 Bookmark (3 Bookmark 06/16/2004 11:23 AM
¥ Compaq EMA 0 compaq EMA 06/25/2004 3:51 PM
By ConsoleOne 3 ConsoleOne 04/15/2003 8:38 PM
e O Ethereal 03/16/2004 2:23 PM
Eley Exodus-Logs &G Exodus-Logs 07/28/2004 5:53 PM
B O LoIF 04/15/2003 8:38 PM
EFLILE 3 NCI DirML Implementation 10/23/2003 10:49 AM -
3 NCI DirXML Implemen  C1 Natware 6 Upgrade Project 07/18/2003 10:20 AM
¥ Netware 6 Upgrade P| |1 Netware 6.5 Upgrades 03/31/2004 2:49 PM
B Netware 6.5 Upgrade [0 NICI Files 07/27/2004 10:06 AM
Eeq NICI Files 3 old Laptop 04/23/2003 1:50 PM
By NICI 2.6.4 3 permissions Test 07/28/2004 5:35 PM
B NICI ver 2.4.2 £ Server Configs 03/04/2004 4:33 PM
'D el a7 3 server Update Procedures 09/10/2003 2:53 PM
7 Old Laptop &G Temp The file name will be selected E.lnd any 07/08/2004 8:15 AM
B e Tt L4 3 Tom's LDIF text typed will replace the old file name 02/11/2004 10:18 AM
B Server Configs E .D5_Store 15K 07/28/2004 10:34 AM
i Edirectory Version Tracking=#l... 11K 11/17/2003 1:52 PM
[ LU IR\ AC Volumes Properi: M 04/30/2004 8:49 AM 3
B Temp = =
£l | >

Note: Even if the entire file name is not visible when selected for rename, any
text you type will replace the original name.

Tip: If you only want to change a portion of the file name you can click within the
file name to change the text mode. Once that has been done any text you type
will be inserted into the existing file name. When in insert mode the backspace
key can be used to erase portions of the original file name, allowing you to

change the name to anything you want.

Deleting Files
You can use NetStorage to delete files on the server by using the following process:

1. Select the File that you want to delete in the Content Frame of NetStorage
2. Select the File menu
3. Choose the option to Delete
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I HetStorage

Hovell

Lher Manke )b 116 RCLHE

———Sacond select the Flio Mo

Folders EJ
23 HetStorage
=]
By & Folder Han gathon £ — CT/TAFNOA 85 Pl =
H2) sty Deployment 0700 r D003 1153 AM
00 Bookmark Upload. . 0671670004 11:23 AM
%) Compagq EMA Dowrdasd for Editing,.. O 35/ 00 350 P
#C3 ConsoleOne Downioad fox Viewing... D47 1573003 B35 P
Gt Bses
::limm ! D47 152003 8238 Pk
‘oLoF S Eicn 107 TR 1007 10:49 A
T MO DL Iplesgn | Archie, Joct 071871003 10:20 AM
FOMetware £ Upgrade P |Propenties... =~ | O350 11004 2:4% P
F Hetware 6.5 Upgrade 3 HiCH Files 077 71004 10:06 AN
H7 HIC) Files 2 g Laptep (M EI 0T 150 Pk
By Oud Laptop O permisslons Test 07/ 2073004 %38 P
H Permissions Test 0 Server Configs 0310407 DO 4:53 Pak
S R
al k. Lo = = TR |
hgmwm :-i Tt LG _~Fir salact e file to bo deletad 010 00 1048 Ak
s rape D psstore el . _ OTIZAIIO0H 10:34 A
direciory Version Tracking.od... 1K 1:r1rrh|uﬂ_?_ﬂ_w§._—_—;
[ QT Ter—"— T T D n00d 245 AM .
L4 ¥

4, You will be prompted to confirm that you are sure that you want to delete the
selected file. Click OK if the file selected is the one you wanted to delete.

Microsoft Internet Explorer

C\.’/ Are you sure you want to delete Edirectory Version Tracking. xls?

L 0K J[ Cancel ]

Note: If you mistakenly delete a needed file there is a way to recover the deleted
file if you promptly take advantage of the process outlined in the section of this
document titled “Using NetStorage to Access Files that have been Deleted”.

Moving Files to a Different Directory
You can use NetStorage to move a file on the server from one directory to another by
using the following process:

1. Select the File that you want to delete in the Content Frame of NetStorage
2. Select the Edit menu
3. Choose the option to Move
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HetStorage
Novell.
Urer: Hanika). 6116.HCL.HIH __——Second solect the Edit Manu
Folders el [ Location: MetTtoragerDriveH®Hanks) IBI
9 HetStorage T
= & TS size ositied
Bﬁ A Folder Mandigation E tion Example ———-Then select Mowe 07/ 282004 2:25 P ]
) admin O 070172003 11:53 AM
H o lbsie O Bookmark D&/ 16,2004 11:23 AM
B lbsia O Compag EMA 0&/25/ 2004 3:51 PM
HiEg nal 0 ConscleOne 04/ 1572003 8:38 P}
0 Etherea 0371672004 1:23 PM
B netidenti
Eﬂg nic Y O Exodus-Logs 07/ 282004 5:53 P
o O worF 0471572003 5:38 PM
HD e O MCI DEROML Implemnentation 10/23/ 2003 10:4% AM
1 nmascient L3 Metware § Upgrade Project 07/ 18/2003 10:20 AM
# redie O Meotware 6.5 Upgrades 03/ 312004 2:49 PM
#m T3 HICI Fites 07/27/2004 10:06 AM
#3 acu Deployment O oid Laptop 04123/ 2003 1:50 PM
) Bookmark O Permissions Test 07 /26,2004 5:35 PM
¥~ Compag EMA 0 server Configs 03704/ 2004 4:33 PWL
By ConsaleOne O Server Update Procedures : _ 0%/10/2003 2:53 PM
ﬁu:'. Exh i | Temp First select the file 1o be mowed OF /082004 8:15 AM
H Exndus O Toms LOF l_,/’/f 02/11/2004 10:18 AM
o SORY 0O o5 _store = 15K 07728/ 2004 10:34 AM
TowF : Version Tradd 1K T3 TS
on mg.d H
FOINCIDIONL kmplemen 5, "\, - Volismes Properties.rif aw 04/ 30,2004 8:49 AM -
¥ Netware & Upgrade P,
2 S ¥
6. Browse to the directory when you would like to move the file
7. Select the Paste button to complete the move operation
I HetStorage
I [u] Novell

User Hanbsl £116HI1LH8
W Hiball
El:l na
N Astidentity
!-D nid
FﬁD aly
S nmasdient
=] radir
=y m
%3 neu Deployment
# g Bockmark
" Compaq EMA
# ) Consolelne
%00 Exhereat
= ™y Exodus-Logs
] C1LOF

Ll €9 Location: MHetStorage /DriveHE ek NICT Files
(e o [ | View | Help

Hame Size Mgt
[= T ] O30 I004 12: 14 AM,
O miCiver 242 CLADRII004 12:01 AM,
20 i vert. ST 1501003 8- 10 P

23 HCI DROL implemen
¥ 3 Hitware b Upgrade P
¥y Metware 6.5 Upgrade
=i Fed
Fy i 284
g M e 2.4.2
%7 nid werl 57
%3 0 Laptep

T the destination and cick the "Faste” bullon to move Edirectory Yersion Tracking.uls,
- ]

= Cllick the Passe buthan to mese this il to the curment dinectony
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Mailing a Copy of a File to Someone

It is frequently convenient to send a copy of a file via email to another user. NetStorage
makes this very easy to do:

1. Select the File that you want to email in the Content Frame of NetStorage
2. Select the Edit menu
3. Choose the option to Mail...

———— Novell
User: .HanksJ.6116.NCI.NIH Second select the File Menu
Folders ell T3 | ocation: /NetStorage/DriveH@Hanks)
Friey NetStorage | View | Help Fitter:l:l [
= ﬁ New Folder Size Modified
El= A Folder MNavigation E Delete mple 07/28/2004 2:25 PM o
¥ 73 admin Rename... 07/01/2003 11:53 AM
B libs16 Upload... 06/16/2004 11:23 AM
¥ libs32 Download for Editing... 06/23/2004 3:51 PM
By nal Downlaad for Viewing... 04/15/2003 8:38 PM
2 netidentity Then select Mail... 03/16/2004 2:23 PM
B nici P 07/28/2004 5:53 PM
B nls Undilater.. ‘ 04/15/2003 8:38 PM. |4
S etent e veis: tion 10/23/2003 10:49 AM
ect 07/18/2003 10:20 AM
Ly recir ST 03/31/2004 2:49 PM
3 m 03 NIC Files 07/27/2004 10:06 AM
7 acu Deployment O old Laptop 04/23/2003 1:50 PM
77 Bookmark —'[3 Permissions Test 07/28/2004 5:35 PM
17 Compag EMA 3 server Configs 03/04/2004 4:33 PM
B3 ConsoleOne 3 server Update Procedures 09/10/2003 2:53 PM
7 Ethereal g Femp First select the file that you want to mail TP
B B o o Tom's LDIF 02/11/2004 10:18 AM
¥ LDIF - .D5_Store 15K 07/28/2004 10:34 AM
3 NCI DirkML Implemen directory Version Tracking.x... 11K 11/17/2003 1:52 Pi
3 MAC Volumes Properties.rtf e 04/30/2004 8:49 AM v
B9 Netware 6 Upgrade P a3 -
£ | >

4. You will be provided with a window allowing you to specify who the file will be
sent to as well as allowing you to provide additional information about the file
you are sending

5. Once you have finished providing the information needed to send the file,
select the Send File button
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A Send as Attachment - Microsoft Internet Explorer

Send as Attachment

This is added automatically and should be the name of the file you selected to send
. ail Server:
Edirectory Version Tracking.xs @DefaultO‘- Leave the Mail Server at the default setting

To:

| Enter the email address of the person you're sending this to |
€ BCC:

Subj:
| Provide a subject so the recipient knows what you're sending |

Message:

You can enter a message describing why you are sending the file or providing
additional information to the recipient

Send File Cancel

Select Send File when finished

@ Downloading data https:/fremote nd.nih.gov/MetStorage MetStorageSkin é ® Internet

6. If the NetStorage server is successful transferring your file to the default mail
forwarder, you will see a message similar to the following:

| E-Mail File - Microsoft Internet Explorer

Your

file, foneNet/NetStorage/DriveH®HanksJ/Edirectory%
20Version%20Tracking.xls,has been sent via e-mail to
jhanks@terpsys.com.

Close

] Done S @ Internet

Note: When the current version of NetStorage sends a copy of the file via email it
adds some additional information onto the front of the file name regarding the
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source of the file. This may be a minor inconvenience to some users. We will
request that the developer of NetStorage remove this additional information in a
future version of the product.

Note: The message that you receive letting you know that the transfer was
successful was generated by NetStorage after it was able to hand off your email
to NIH’s email forwarding server. It is not an indication of the successful transfer
to the recipient. If you make a mistake entering the email address of the
recipient for the message you will not receive notification that message transfer
failed.

Using NetStorage to Access Files that have been Deleted

When files stored on the server are deleted they aren’t immediately erased from the
server’'s disks. Deleted files are given a special “Deleted” attribute which prevents them
from showing up in normal server directory listings. Files marked as deleted can be
recovered if you request it before the file is permanently erased from the server. Servers
which are not critically short on disk space keep deleted files on the their disks for at least
three days before they are permanently erased.

Viewing Deleted Files

You can use NetStorage to find files on the server that have been deleted which
could be recovered. To see your deleted files:

1. Selectthe Edit menu
2. Choose the option to Show Deleted Files

HetStorage
+ {4 [ Movall
or: . Hanke L4116 HCLHH First solact the View Mins
Folders
= 3 HetStorage File | £t (¥iew '} Holp Flltery’ 1@
ey P s sie Mostied -
=3 A Folder Havigation B 03 4 Fﬂim > Tham select Show Dubeted Files OF/ERII004 2t B i
M3 ndmin =T OFA017 P03 19:53 AM
“"_.lﬂ:.sl& =J Bookmark O T 00 10233 AM
) st D Compag Esa D7 TR D004 106 P
Wy nal &1 Conscietne 041357003 8:38 PM
£ netidentity -i Etharesl ol _Iﬁ. !M-l !:2} L]
By afd = Exocus:Logs 07 TR 004 %53 PM
T =0T 04151007 838 PM
e CJ WEIENrML implomen tation 10U/ 2003 1049 AM
(] nmactyat L3 Hotware & Upgrade Profect OFF 1873007 10:20 AM
70 redic O Hopwere 5.5 Upgrados 03/ 50/ 1004 149 P
m ] ] CI NI PRes O 737/ 2004 10505 AM
#2) scu Deployment D e Laprep DT 3003 1:50 PM
*[2] Bookmark O Permissions Test OF T8 B0 5:35 PM
B Compaq EMA S servir Confips O304 2004 £33 PM
) Consoledne = Server Update Procedures U107 B0 153 PM
b O Temp O 08I0 £:1% AM
L ;E:::“T% = T 02107 1004 10018 M
- O o5 _store 156 OF TS IO 15:34 A
1 LOF O MAT Yiolass Pr opsrties, el A Ol B0 b0 BT AM
T MO DEGHL Implemen W ¢ g esnornge Welcome Page.do. . e 7 6. T00H 11:5 &M "
) Matwara & Upgrade P,
% *

Once the option to show deleted files has been turned on, you will see deleted
files listed in the Content Frame highlighted in red and crossed-out.
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Novell.
User: .HanksJ.6116.MCI.NIH
Folders all €% | gcation: /NetStorage/DriveH@HanksJ/NICI Files
25 NetStorage File | Edit | View | Help Fiteef | [
=Heq DriveH@HanksJ Name Size Modified
B[ A Folder Navigation E |1 NIC| 2.6.4 03/09/2004 12:14 AM
] acu Deployment 03 NICIver2.4.2 03/09/2004 12:01 AM
73 Bookmark @ nici ver1.57 04/15/2003 8:30 PM
B Compaq EMA B EoirectoryVersion Frackingi— 11K 1171712003 1:52 PM

') ConsoleOne
®1 Ethereal
B9 Exodus-Logs
B LDIF
B NCI DirkML Implemen
B9 Netware 6 Upgrade P
7] Netware 6.5 Upgrade
By
¥ NICI 2.6.4
Bg NICI ver 2.4.2
FIC] nici verl.57
B9 Old Laptap
B Permissions Test
By Server Configs
DD Server Update Proce:
B Temp 3

£ <

Note: When browsing deleted files you may see multiple versions of the same
file with different modification dates. Many programs actually delete old copies of
the file when you save modifications of the file. These other versions are each
available for recovery.

Recovering Deleted Files

NetStorage can be used to recover files that have been deleted. This option is handy
to use when you make the mistake of deleting a needed file. Normally files deleted
are kept hidden on the server until after they have been backed up to tape. You may
be able to use NetStorage to recover a deleted file on the server by using the
following process:

1. Select the deleted File that you want to recover in the Content Frame of
NetStorage

2. Select the Edit menu

3. Choose the option to Undelete...
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Novell

User: .HanksJ.6116.MCLNIH
Folders

Second select the File Menu

Location: /NetStsrage/DriveH@HanksJ/LDIF

FI&y NetStorage Edit | View | Help Atect | [
=2y DriveH@Hanks) M EDIET Size Modified
B Delete 02/11/2004 10:21 AM
I‘_‘] usr Rename... 07/29/2004 4:06 PM
By etc etk 02/11/2004 10:21 AM
: pload...

'D bin Download for Editing... 04/15/2003 8:38 PM

B b Download for Viewing... 07/29/2004 4:07 PM
By Stunnel T 570K 12/16/2002 10:01 AM
o 177K 08/30/2002 5:10 PM

6K 12/16/2002 9:15 AM

Undelete... Then select Undelete... 2K 08/30/2002 5:24 PM

Arenive. 461K 12/16/2002 9:20 AM
Properties... 69 12/18/2002 12:34 AM

<P ZEdirectory Version Frackingar 11K 11/17/2003 1:52

First select the deleted file that you would like to recover

|~
3

4. The Undelete prompt will give you the ability to rename the file that you are
recovering. If you want to keep the name of the recovered file the same then
select the OK button.

Explorer User Prompt

Script Prompt :
_ Ceored_|

Undelete file ZEdirectory Version Tracking xds
Cancel

Version Tracking s

Important: When deleted files are recovered you are given the option to rename
the recovered file so that newer versions of the file do not get overwritten by the
recovered file. If you accept the default name for the recovered file (the file’s
original name) and there is also a newer file with that same name, the newer file
will be replaced with the older file.

Purging Deleted Files

NetStorage can remove files that have been deleted from the server so that they
cannot be recovered. Purging files will permanently remove deleted files from the
server’s disks before the normal weekly purge process does it. The process of
purging deleted files can be used as follows:

1. Select the deleted File that you want to Purge in the Content Frame of
NetStorage

2. Select the Edit menu

3. Choose the option to Purge...
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L
| NetStorage
Novell
User: .HanksJ.6116.NCLNIH Second select the File Menu
Folders 3 |ocation: /NetStoragz/DriveH®@HanksJ/LDIF
& NetStorage (e YET | View | Help el ][]
&9 DriveH@HanksJ Fomm Size Modified
By Delete 02/11/2004 10:21 AM
]:1 usr Rename... 07/29/2004 4:06 PM
'D ete Upload. .. 02/11/2004 10:21 AM
B bin Download for Editing... 04/15/2003 8:38 PM
'D lib Download for Viewing... 07/29/2004 4:07 PM
e Mail... 570K 12/16/2002 10:01 AM
177K 08/30/2002 5:10 PM
Then select Purge...
Undelete 6K 12/16/2002 9:15 AM
Archive 2K 08/30/2002 5:24 PM
461K 12/16/2002 9:20 AM
Properties... 69 12/18/2002 12:34 AM
2 H 11K 1141712003 1:52
First select the file you want to purge
& 2

4. If you are certain that you want to remove the file from the server select the
OK button.

Microsoft Internet Explorer

\i:') Permanenty remove file ZEdirectory Version Tracking. xls

| oK | [ Cancel

Hiding Deleted Files

Once you are done working with deleted files you can instruct NetStorage to hide
deleted files on the server so that you only see normal files. To hide deleted files:

1. Select the Edit menu
2. Choose the option to Hide Deleted Files
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NetStorage

Novell.

User: .HanksJ.6116.NCLNIH Select the View Menu

Folders
£ NetStorage File | Edit Fler) ][
&3 DriveH@HanksJ Name  [Rofrosh size Maodified
Ea &1 bin i Hide Deleted Files Then select Hide Deleted Files LPE Pl DA
By usr 3 etc B 07/29/2004 4:06 PM
Bl ete 3 b 02/11/2004 10:21 AM
D bin @3 stunnel 04/15/2003 8:38 PM
= lib O usr 07/29/2004 4:07 PM
@D e O Domain.csv 570K 12/16/2002 10:01 AM
0O example.csv 177K 08/30/2002 5:10 PM
[} ice.log 6K 12/16/2002 9:15 AM
| LDIF_Instructions.txt K 08/30/2002 5:24 PM
O ncibirEX.csv 461K 12/16/2002 9:20 AM
[3 TestDel.txt 69 12/18/2002 12:34 AM

Getting Help Using NetStorage

There are several options available for getting assistance when using NetStorage. One
of the primary goals of the implementation of NetStorage was to provide a way for users
to get to their files whenever or from wherever they want to. Multiple options for obtaining
assistance have been provided so that users can get answers to their questions no
matter when or where they are accessing NetStorage.

NetStorage Help Menu

NetStorage provides a help menu option that will provide a quick overview of
NetStorage features. This help option was provided by the creators of

NetStorage and does not include any information specific to NCI's
implementation.

This online help is readily accessible by selecting the Help menu and then
clicking Help.

Page 25



NCI NetStorage Help Pages

Novell
User: .HanksJ.6116.NCLNIH First select the Help Menu
_FDldEFS L5 Location: /NetStorage/DriveH@HanksJ
5 Nettorage Fle | Edit | view (E) O
EESlDriveH@Hanks) Name i Help Size Maodified
-
*[3 A Folder Navigation £ (3 A Folder Navigation 07/29/2004 3:06 PM »
) o Then select Help 3
1 acu Deployment acu Deployment 07/01/2003 11:53 AM
#] Bookmark 1 Bookmark 06/16/2004 11:23 AM
#5 Compag EMA 01 Compaq EMA 07/29/2004 3:06 PM
®1] ConsoleOne g ConsoleOne 04/15/2003 8:38 P
¥ Ethereal Ethereal 03/16/2004 2:23 PM
B Exodus-oes & Exodus-Logs 07/28/2004 5:33 PM
e XM:“" ; O oF 07/29/2004 4:22 PM
::D WANL IMPIEMEN 79 ) DirXML Implementation 10/23/2003 10:49 AM T
DD Netware 6 Upgrade P | (3 Netware 6 Upgrade Project 07/18/2003 10:20 AM
‘[ Netware 6.5 Upgrade (3 Netware 6.5 Upgrades 03/31/2004 2:49 PM
¥ NICI Files T3 NICI Files 07/29/2004 4:06 PM
¥{7 Old Laptop O3 0ld Laptop 04/23/2003 1:50 PM
] Permissions Test 3 Permissions Test 07/28/2004 5:35 PM
¥ Server Configs O3 server Configs 03/04/2004 4:33 P
¥ 3 Server Update Proce: g Server Update Procedures 09/10/2003 2:53 PM
& Temp Temp 07/08/2004 8:15 AM
e 01 Tom's LDIF 02/11/2004 10:18 AM
—'[3 .D5_Store 15K 07/28/2004 10:34 AM
&g LDIF ] oy ) )
By Edirectory Version Tracking.«... 11K 11/17/2003 1:52 PM
i (3 MAC Volumes Properties.rtf 4M 04/30/2004 8:49 AM &
1 ete 2 ¥i
<l 3
Below is a portion of the Help screen available from within NetStorage:
Help it

The NetStorage Web page displays the network files and folders currently accessible to you. For NetWare® servers, NetStorage reads the user's login
script to determine drive mappings, reads eDirectory User object properties to determine the path to the user's home directory, reads the user's
Novell® iFolder® account, then displays a list of files and folders based on the mapped drives, home directories, and iFolder account. Storage Location
objects are required for accessing files and directories on Linux servers and can also be used on NetWare servers. If Storage Location objects have been
created and the user has rights to view these objects, the directories associated with these objects are also displayed.

To create new folders or copy, delete, rename, move, or download existing files or folders, dick the Down-arrow next to the file or folder. Local files and
folders are not accessible using NetStorage.

Clicking the Folder View button displays folders in another column and lets you expand and contract folders. The Text View displays only the files and
folders in the current directory and does not allow you to expand or contract folders.

Help Contents

File Menu
Edit Menu
View Menu

Help Menu

File Menu

New Folder

In the left frame, select the folder where you want the new folder to appear and then dick New Folder. Type the new folder name, then dick OK.
Delete

In the right frame, select the folder or file you want to delete, and then click Delete > OK.

Rename

In the right frame, select the folder or file you want to rename, dick Rename, and then rename the folder or file.

Upload

Select the folder where you want to upload the file, then dick Upload. Browser to the file, then dick Open > Upload.

Download for Editing

Select the file you want to dowload and edit, then dick Download for Editing. This locks the file so that another person cannot make changes while you
have the file open. You must save the file locally. When you are finished making changes, upload the file back to the server from the same location it was

&] Done 2 @ ntemet

(%
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NCI NetStorage Online Help Resources

NCI's network support staff has created a couple of customized resources to help
users get the most out of NetStorage. These resources contain more detailed
information than the NetStorage Help Screen and also contain information
specific to NCI's implementation of NetStorage. Many usage hints and tips have
been included in these as well as important warnings to help keep you from
making mistakes while using NetStorage. These resources are accessed from

the same page that you use to access NetStorage (https://remote.nci.nih.gov).

etStorage Help Page
Handy MNetStorage Quick Reference Card

Online Help Resources

There are two customized help references available:
The “NCI NetStorage Help Page” - This is the document that you
are looking at now. It is a web page that can be opened in a browser
window while connected to NetStorage and can be used as a detailed
reference guide.
The “Handy NetStorage Quick Reference Card” — This document is a
two page Microsoft Word document that can be downloaded and printed
out to provide easy access to instructions for using the most frequently
needed features of NetStorage.

NCI Help Desk

If you have any problems using NetStorage, please contact the NIH Help Desk.
You can reach them via email at helpdesk@nih.gov or via phone at (301) 496-
HELP (496-4357). In your request please include as much information as
possible about the nature of the problem. The following questions may help you
get this information together:
- If you get an error message, what is the exact message that you

receive?

What were you attempting to do when the problem occurred?

Does the problem always occur when you attempt to do this or does the

problem only occur occasionally?

Which supported Internet browser are you using?

Which kind of Internet connection are you using? (dial-up, DSL, Cable,

etc.)
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NetStorage is a service that is currently only used by NCI. The Help Desk may
need to refer the call to NCI's support staff.

Protecting Confidential Information Accessed via NetStorage

While You Are Connected

SSL sessions

While you are logged into NetStorage, all data transferred between your
computer and the server is encrypted preventing anyone from eavesdropping on
your work. If the status bar of your browser is visible, encrypted sessions are
identified by the presence of a lock icon on the status bar at the bottom of your
browser window.

S 4 Internet

Session Timeout

In order to protect your data on the server, all sessions connected via NetStorage
have a 30 minute inactivity limit. If your session is inactive for more than 30
minutes, you will be logged out of NetStorage. NetStorage is intelligent about
reconnecting you to your session once the session has timed out — after
supplying your password again, NetStorage will allow you to continue working in
the same directory that you were working with before the timeout occurred.

Connect to remote.nci.nih.gov E'E'

2

MCI
User name: | €7 HanksJ i, |
Password: | sesnnns |

[ ]Remember my password

[ Ok ] [ Cancel

Note: The session timeout protects your data on the server in case you
accidentally forget to log out and leave the computer with an open connection to
the server and your files.

After You Are Finished Using NetStorage

Log Out Properly

Make certain that you log out according to the instructions provided in the “When
You are Done with NetStorage” section of this document. Once properly logged
out, it is impossible for an intruder to access the original copies of your files on
the server.
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Remove Downloaded Copies of Files Accessed via NetStorage

Make certain that you delete any copies of files that you have downloaded to the
computer before leaving the computer. Once the copies have been deleted,
make sure you empty the Windows recycle bin.

When You are Done with NetStorage

Logging Out

When are finished accessing your files with NetStorage you should be certain

that you log out of the service. If you don’t log out and someone else uses the
computer, they will be able to do anything with your files on the server that you
could do (downloading copies, deleting files, etc.). In order to protect yourself

you should logout by clicking the Log Out button (it looks like an arrow pointing
out a door).

NetStorage

| Novell

User: .Hanks).6116.NCI.NIH Click here to Log Out of NetStorage

_FDlder‘S Sl €3 | ocation: /NetStorage/DriveH@HanksJ/acu Deployment

=9 NetStorage File | Edit | View | Help Filter:| B
F'eq DriveH@Hanks) | Name Size Modified
¥ AFolder Navige | [3 ACUVer.reg 80 07/01/2003 11:01 AM
Bi&Tacu Deployme D Default Client Menu Settings.r... 6M 06/20/2003 8:49 AM
#77 Bookmark T Novell Client Advanced Menu Se... 42K 06/20/2003 5:53 PM

B Compagq EMA
¥ ConsoleOne
B Ethereal

By Exodus-Logs
B LDIF

BT NCIDIrXML Imp
B Netware 6 Upg
™ Netware 6.5 Uy
B NICI Files

[

1 0ld Laptop ¥
J >

|

When the log out process has completed you will be presented with a screen
similar to the following:
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NetStorage
Novell

You Are Now Logged Out

For enhanced security and to protect your privacy, it is always best to close your browser after logging out of
NetStorage.

Clearing the Browser’s Cache When Finished

All of the browsers supported by NetStorage have a feature called a cache which
stores copies of information downloaded from the server. Caching files helps
speed up browsing by reusing information (graphic elements, text and other
types of files) already downloaded instead of downloading the same information
every time the server uses it. Unfortunately, the improvement in performance
provided by caching can provide people who know how to take advantage of
information in the cache with the ability to intrude on your privacy. In order to
make certain that your privacy is protected you should clear the browser’s cache
before leaving a computer that you have accessed NetStorage with.

Use the following steps to clear the Internet Explorer cache:
1. Select Internet Explorer's Tools menu

2. Choose the menu item for Internet Options...
3. Select the button labeled Delete Files...
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Internet Options

Genersl | Securty | Privacy || Content | Connections | Programs | Advanced |

Home page
% You can change which page to use for your home page.
Address: ! tp: /| fwww . google . com)| |

[ |se Current ] [ |se Default ] [ |Ise Blank ]

Temporary Intemet files

o Pages you view on the Intemet are stored in @ special folder
@ Y forquick viewing later.

[Delete Cl:unl-:i_es...] l Delete Files. .. J [ Settings...

Histony

The Histary folder cortains links to pages you've visited, for
guick access to recenthy viewed pages.

Days to keep pages in histony: ;-2_[!'_“{! Clear History

[ Colors... ] [ Fonts... ] [ Languages... ] [f—‘u:u:gssibil'rt'_.r...]

[ oK H Cancel ]

4. When prompted to confirm that you want to “Delete all files in the Temporary
Internet Files” folder, select the OK button.

Clearing the Browser’s History When Finished

All of the browsers supported by NetStorage have a feature which stores links to
web pages that you have visited. This history can be handy to help you find a
web site that you have previously visited if you forget the exact address of the
web site. This feature could be used by anyone having access to the computer
to determine which files on the server that you have accessed. In order to make
certain that your privacy is protected you should clear the browser’s history
before leaving a computer that you have accessed NetStorage with.

Use the following steps to clear the Internet Explorer History:
1. Select Internet Explorer’'s Tools menu

2. Choose the menu item for Internet Options...
3. Select the button labeled Clear History...

Page 31



NCI NetStorage Help Pages

Internet Options

General | Security | Privacy | Content | Connections || Programs | Advanced |

Home page
% You can change which page to use for your home page.
Address: | tp: / fwww.google.com |

[ |se Current ] [ |se Default ] [ |Ise Blank ]

Temporary Intemet files

o Pages you view on the Intemet are stored in @ special folder
@ Y forquick viewing later.

[Delete Cl:unl-:i_es...] [ Delete Files. .. ] [ Settings...
Histony
The Histary folder cortains links to pages you've visited, for
guick access to recenthy viewed pages.
Days to keep pages in histony: |2D =] | | Clear Histary I
[ Colors... ] [ Fonts... ] [ Languages... ] [ Accessibility... ]

| ok || cance |

4. When prompted “Are you sure you want Windows to delete your history of
visited Web sites?”, select the Yes button.

Closing the browser when finished

For added security it is recommended that you exit all of your web browser
windows before leaving the computer.
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2 NetStorage Logout - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help '
> . —~ a . =
@Bark i > ) \ﬂ \ELI _I\J ’ ! Search i\'/ Favorites @Media Q“} - g E =
qu"esf—i@j https: fjremote.nd.nih. gov /NetStorage logout, himl v B co f Links >
NetStorage
Novell

You Are Now Logged Out

For enhanced security and to protect your privacy, it is always best to close your browser after logging out of
NetStorage.

Click the X button to close your browser

Common Problems Encountered Using NetStorage

Pop-Up Blockers

Most actions in NetStorage use Pop-Up windows that may be blocked by software added
to the computer. Make certain that pop-up blockers such as the Google Toolbar are

configured to allow pop-ups when visiting the https://remote.nci.nih.qgov web site.

Unable to navigate to directories that aren't mapped via the login script

If you need access to files residing in directories that aren’t mapped via the login script,
you will need to contact the help desk and request that a special user or profile mapping
be configured to set up a drive-letter connection to the needed directory at login time.

Can’t Find the File You Downloaded?

When downloading files you are given the option of opening your file or saving your file.

It is strongly recommended that you save your file into a directory of your choosing so
that it will be easy for you to find later. Selecting the option to open your file when you
start the download will result in the file being placed in the temporary working directory for
the browser. This location varies depending on the browser and operating system.
Sometimes the temporary working directory is a hidden directory. These factors may
make it difficult to locate downloaded files unless they are saved to a location that you
specify.

Tip: Internet Explorer Version 6 uses “C:\Documents and Settings\Profile\Local
Settings\Temporary Internet Files” as its temporary working directory. In order to see this
directory in Windows Explorer, you will need to enable the option to view hidden files and
folders.
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When Downloading a File from the Server a Blank Window Opens but the File isn’t
Downloaded

There are two likely scenarios under which NetStorage would attempt to
download a file but be unable resulting in a blank windows being displayed:

Insufficient Rights to the File — If you have read-only access to a file and
select the menu option to Download for Editing..., you will be prevented from
downloading the file. Unfortunately, instead of displaying an error message to let
you know that you don’t have the right to edit the file, NetStorage displays an
empty window. You might want to try the menu option to Download for
Viewing..., this may allow you to download a copy of the file; however, if you
need to modify the file and save it back to the server you will need to rename the
file before saving it back to the server (creating a new version of the file).

The File is Locked by Another User — If you attempt to open a file that another
user has already locked (via NetStorage’'s Download for Editing menu option or
opening directly from the NCI network), you will be prevented from accessing the
file until the other user is finished. Unfortunately, there is no message displayed
to let you know that this is happening.

Error — “Error uploading some or all of the files” while Saving a File to the Server

If you attempt to upload a file to the server after someone else has locked the file
(either by Downloading for Editing or opening directly from the NCI network), you
will get this error. In order to make sure that you save your changes you will
need to save the file with a different name (creating a new version of the file on
the server).

Differences Between this Version of NetStorage and the
Previous Version

The initial implementation of NetStorage at NCI used an older version of the software that
did not provide as much functionality as the current implementation. The following
enhancements are now provided by NetStorage:
Login is now contextless — you only need your login account and password to log in
Directory listings are now sorted with directories appearing first and files appearing
afterwards
The default page size for directories containing large numbers of items has been
increased from 25 to 100
Directories containing large numbers of items can be navigated more quickly using
the new Go To feature
Finding items is much easier using the new filter feature which allows you to do a
partial name search using wildcards
There is an option to see files that have been deleted — there are also options
allowing deleted files to be recovered or purged
There is an option to examine the properties of a file so that the exact size, creation
date, and last modified date are now available to NetStorage users
The Help menu has been greatly improved
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